
symmetry-systems.com hello@symmetry-systems.com 2

Limited to S3 Buckets

No Classification/Compliance 
Support for Other Data Stores 
and Cloud Services

Little or No Actionable Insight

Tools like Amazon Macie are designed to help 
businesses manage sensitive data discovery. 
Macie may seem like an ideal solution. But as 

data stores and the amount of sensitive 
information contained in them grow, 

businesses are discovering that Macie 
presents challenges around cost,  
scalability, and actionable insight.

To start, Macie only works with S3 buckets, and the more 
S3 data you have, the more incredibly cost prohibitive 
Macie becomes. Many businesses are capping their Macie 
budgets because Macie just becomes too expensive to 
operate with large amounts of S3 data.

And then there are the added complexities arounddata 
classification and compliance with your otherdata stores, 
like RDS, PostgreSQL, or MongoDB oradditional cloud 
services like GCP and Azure—or anycombination of these. 
Because guess what?Macie isn’t going to help you with 
these data bucketsor cloud services.

And when it comes to actionable insight, security 
professionals are finding themselves making decisions in 
the dark, because Macie doesn’t provide adequate insight 
to enable meaningful action around:

Data access monitoring (DAM) including identifying 
dormant data or indicators of compromise (IOC).

Discovering sensitive data you didn’t know you had.

Identifying your lifecycle, zero-trust or least 
privilege violations, and sensitive data access.

Identifying and locking down excessive data 
access permissions and privileges.

Detecting and controlling out of country  
data operations.

Maintaining compliance with privacy regulations.

Challenge
AWS designed Macie to provide visibility  
and data classification for S3 buckets so 
organizations can address the needs 
associated with security, compliance, and 
privacy. Unfortunately, Macie is not without  
its drawbacks.

Organizations often find themselves 
capping their Macie budget due to 
how cost prohibitive Macie becomes 
as S3 data stores grow.

Macie lacks critical information on 
data access monitoring (DAM), such 
as whether dormant data exists and 
if there are any indicators of

compromise (IOC).

Macie works with limited sets  
of business logic for security and 
compliance detections and offers  
no actionable insight when issues 
are discovered.

Macie doesn’t support other data 
bucket types, such as RDS, 
PostgreSQL, MongoDB, and others  
or other cloud services like GCP and 
Azure. Few companies limit their data 
stores to only S3.


